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1700.125	ACCEPTABLE & ETHICAL USE PROCEDURE
A.	PURPOSE
This procedure implements Policy 700.125, Acceptable and Ethical Use, by establishing requirements for responsible use of Wenatchee Valley College (WVC) technology resources. It defines permitted activities, access restrictions, user safeguards and institutional responsibilities. These requirements support instruction, learning, research, college operations and protection of institutional information.
B.	SCOPE
This procedure applies to employees, students, guests, contractors, vendors and others authorized to use WVC technology resources. It covers college-owned systems, accounts, networks, devices, applications, information, and personal devices accessing college resources, whether used on or off campus. It does not supersede applicable academic freedom protections or other governing laws and policies.
C.	DEFINITIONS (if applicable)
Authorized device: A device approved for its intended connection or use under college requirements.
De minimis use: Limited personal use of state resources permitted under WAC 292-110-010.
Device: Any equipment capable of connecting to, communicating with, or affecting a college network or technology resource, including computers, mobile devices, servers, networking equipment, printers, smart devices, external storage drives, and other connected equipment.
Technology resources: College-provided or college-managed accounts, information, devices, applications, networks, and related services.
D.	PROCEDURE REQUIREMENTS
1.	Authorized and responsible use
Users must use technology resources for authorized educational, research, administrative, and college-related purposes, consistent with applicable law and WAC 292-110-010v. Limited personal use may occur only within the state's de minimis standard and must not interfere with college operations, impose additional costs, or compromise security. Users must not engage in unlawful activity, harassment, cyberbullying, or conduct that disrupts others or college resources.
2.	Cloud access and physical device connections
Authorized users may access approved college cloud services from personal devices using required authentication and security safeguards. Permission to access cloud services does not authorize a physical connection to college equipment or infrastructure. Personal or otherwise unauthorized devices must not be connected directly to college-owned computers, servers, network equipment, or other institutional technology through USB ports, wired network ports, or other physical interfaces without prior written approval from the director of technology and enterprise solutions. Users must not connect unauthorized routers, access points, switches, network bridges, or equipment that alters or disrupts college connectivity.
3.	Device and account safeguards
Users must follow applicable security requirements for supported devices, including current security updates and protective controls. Users must safeguard credentials, use required authentication, and must not share passwords or bypass security controls. Users must not install invasive software, probe vulnerabilities, gain unauthorized access or conduct security testing without technology authorization.
4.	Network, internet, and remote access
Users must connect through college-authorized methods. Users must not use unauthorized virtual private networks (VPNs), proxy services, network tunneling, or similar technologies on college-managed networks or to bypass college security controls, monitoring, filtering or access restrictions. VPNs and similar services require prior written authorization from the director of technology and enterprise solutions, supported by a documented business or educational justification. Remote access to restricted college networks requires an institutional business need and approval by the user's cabinet-level supervisor, with access provided through an approved method. Users must not use bandwidth or internet services in ways that materially impair operations; high-bandwidth personal streaming, large personal downloads, and online gaming are prohibited unless authorized for instructional or college-sanctioned purposes. Users must not access or distribute unlawful content through college resources.
5.	Electronic communications
Users must not send spam, harassing messages or communications that disrupt college systems. Employees communicating with students about college business must use institutionally authorized communication channels, such as college email, approved learning or student systems, approved messaging services and college-managed file sharing. College business communications may constitute public records and must be managed under applicable retention and disclosure requirements. Suspected malicious or repeated unsolicited messages should be reported through college support channels.
6.	Information protection
Users must access, use, copy, change, share and dispose of information only within their authorization and legitimate college responsibilities. Sensitive information must be protected using college-approved safeguards; sensitive data sent by email must be encrypted as required by its classification, including Class 4 data. Users must comply with the Family Educational Rights and Privacy Act (FERPA), applicable financial-information safeguards, copyright requirements and college records obligations. Users must not circumvent protective measures or disclose protected information without authorization.
7.	Monitoring and institutional controls
WVC may monitor, review, restrict, or suspend use of college resources, including network activity and internet usage, as permitted by law and institutional policy to protect operations, investigate concerns and maintain compliance. Users must cooperate with authorized security and compliance reviews. Monitoring does not eliminate applicable privacy, academic freedom or records obligations.
8.	Training and reporting
Users must complete security training when required for their role or access. Users must promptly report suspected compromised accounts, lost devices containing college information, unauthorized access, and other potential security incidents through designated college channels.
E.	ROLES AND RESPONSIBILITIES
1.	Technology Department
Establishes and administers approved access methods, device requirements, security safeguards, and appropriate protective restrictions; evaluates security risks and reported incidents.
2.	Users
Comply with this procedure, protect accounts and information, use authorized devices and communication methods, and report suspected security concerns.
3.	Supervisors and Cabinet-level leaders
Confirm legitimate business access needs and approve remote network access where required; coordinate corrective actions within their authority.
4.	Data owners and responsible departments
Authorize access and use of information according to institutional duties and applicable legal requirements.
F.	EXCEPTIONS (if applicable)
Exceptions to direct physical connection restrictions require a documented instructional, accessibility, research, or business justification and prior written approval by the director of technology and enterprise solutions. The director may impose security conditions, limit the scope or duration of approval and revoke authorization when necessary. Other technology-security exceptions must be documented and approved by the director; exceptions involving another office’s authority also require that office’s approval.
G.	COMPLIANCE AND ENFORCEMENT (if applicable)
Technology may restrict access or disconnect resources when necessary to address security, operational or compliance risks. Suspected violations may be referred to the appropriate supervisor, human resources, student services, or other responsible authority for action under applicable college policies and processes. Consequences may include loss of access privileges, disciplinary measures, or referral for legal action, as appropriate.
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